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Introduction




STM3?2 Secure Manager
Trust & TEE Ecosystem

Simplify developer’s experience

SMAK
To develop applications using
security services

Documentation

Documentation

Downloaded from
STM32CubeH5

_ 4 Application
(demonstrating Available on demand
PSA AP|S) (encrypted binary)

Downloaded from
STM32TRUSTEE-SM
(encrypted binary)

license SLAOD44

‘_ | Only f
’l A devenlgpr?]rent 4
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Signed LLA

Secure Manager Secure Manager

for prod. for development



https://www.st.com/en/embedded-software/stm32cubeh5.html
https://www.st.com/en/embedded-software/stm32trustee-sm.html#overview
https://www.st.com/content/ccc/resource/legal/legal_agreement/license_agreement/group0/39/50/32/6c/e0/a8/45/2d/DM00218346/files/DM00218346.pdf/jcr:content/translations/en.DM00218346.pdf

Secure Manager Access Kit

Development kit to develop NS applications using security services

SMAK license = A0048

Used for production 2 OEM application creation

= [ﬁ = TR
I%{} MX | 20 IDE ]
Downloaded from Image :
STM32CubeH5 i Application :;?;ttlgﬁ Apt)iglri]cag —
license examples L
(demonstrating Q
: ST-iRoT
PSAAPIs) Tt \___ e
Downloaded from B -
STM32TRUSTEE-SM
(encrypted binary) SeCl];lorf ;)\/rlsgager —P‘ﬁﬁ
license . 2, o Secure Manager Installation
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Secure Manager Access Kit

Simplify security customer journey

TrustZone
Non secure Secure OEM scope
Un-privileged or Un-privileged
Privileged . 1

Non-Secure Application

:
1
- |
o E
2 | - securely & independently
Application o updatable
S i _
- i - optionally encrypted
______ L [ —
E Privileged
Real-time OS <
o

Ly
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SMAK Delivery overview

Main resources

B STM32Cube FW_H5_V 1.2.0
B Middlewares

B s

. secure_manager_api

Secure Manager API Middleware provides callable standard PSA

Services
v l Projects

v [} STM32H5731-DK
v . Applications
v [ rOT
B SMAK Appli Application example with usage of the PSA API
v [} ROT_Provisioning
B oA Debug Authentication : all the scripts and resource associated

B sm Secure Manager : all the scripts and resource associated

Ly 7
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SMAK Development Flow

Application Development Flow

Compile and
download SMAK

Application
Application example
/ H573 \
: OEM
\ ) > . Secrets
> %i Module 2
Debug session g -
s |
>
N /
TZ-CLOSED

Ky :
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Hands-on: NS Application

Compile and Debug




E workspace_1.14.1 - 5TM32CubelDE I m port S MAK appl i CatiOn iﬂ_the I D E

1 File [Edit Source Refactor Mavigate Search Project Run  Window Help & Hello massimo

Mew Alk+Shift+MN » f?@v Dﬁivav%v ] [g;;,'v | - |{:::|1r 1r| Jlﬂ
Cpen File... = <1="=L> l? E = H

", Open Projects from File System...
REecent Files
Close Editor Ctrl+W
Close All Editors Ctrl+Shift+W
Save Ctrl+5
Save As...
Save All Ctrl+Shift+5
Revert
Mowve...
Rename... F2

& | Refresh F5
Convert Line Delimiters To >
Print... Ctrl+P

= Import.

iy Export..
Properties Alt+Enter
Switch Workspace ¥

r Restart
" Exit 10
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E Import Projects from File System or Archive

Import Projects from File System or Archive

This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE.

Import SMAK application in the IDE

Import source:

| type filter text

CAST_SM_WorkshophSTM32Cube FW_H3 V1.1.00Projects\STM3ZH5731-DEMNApplications\ROTSMAK_ApplitnSTM32CubelDE

Directory... Archive...

Select All

STM32Cube FW_H5 V1.2.0\Projects\STM32H573I-DK\Applications\ROT\SMAK _AppIN\STM32CubelDE

1 of 1 zelected

[ ] Hide already open projects

[] Close newly imported projects upon completion

Use installed project configurators to:
Search for nested projects
Detect and configure project natures

Working sets
[ ] Add project to working sets

Working sets:

Mew...

Select...

Show other specialized import wizards

2

< Back Mext =

Cancel
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Import SMAK application in the IDE

File Edit Source Refactor Mavigate Search Project Run  Window Help Helle massimo
rﬁ' - ] W - @ ﬂ_‘:‘ Tﬁ - Elﬁ - Iél} - @ - i:i;; - e - q - "Q @3
i Project Explorer 3 ES Y § = 8

E 5TM32H5731-DE_SMAK_Appl (in 5TM32CubelDE)

ﬁf’ Binaries

it Includes

= Debug

= Drivers

= Example

= Middlewares

= Utilities

postbuild.bat

# postbuild.sh

=| 5TM32H3731-DE_SMAK_Appli_Debug_attach.launch

=| 5TM32H53731-DE_SMAK_Appli_Debug_Download_Debug.launch
o STM32ZHS73IIKKO_FLASH.Id

S7
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Compile SMAK application

E workspace_1.13.1 - STM32CubelDE
File Edit So

g

Mavigate Search Project Run  Window Help .‘m)rST

@vlﬁvﬁv@v ﬁvﬁv%v@fjv - v"‘\'::ll::)‘;c:]v vl -

= Debug
(= Drivers

= Example

= Middlewares

[= Utilities

postbuild.bat

postbuild.sh
STM32H5731-DE_SMAK_Appli_Debug_attach.la

STM32H5731-DK_SMAK_Appli_Debug_Downloa | (%1, Problems [&] Tasks | &) Console [T Properties X| 4GB =&E B~ =0
STM32ZH573IIKAC_FLASH.Id COT Build Console [STM32H5731-DK_SMAK_Appli]

It [ [

arm-none-eabi-gcc "C:/Users/lefrere/STM32Cube/Repository/STM32Cube_FW_HS V1.1.1/Drivers/STM32HSxx_HAL [ A
arm-none-eabi-gcc "C:/Users/lefrere/STM32Cube/Repository,/STM32Cube_FW H5 V1.1.1/Drivers/STM32HSxx HAL [
arm-nene-eabi-gcc "C:/Users/lefrere/STM32Cube/Repository/STM32Cube_FW_HS V1.1.1/Projects/STM32HS73I-DK,

Finished building target: STM32HS73I-DK_SMAK Appli.elf

arm-none-eabi-size  STM32HS573I-DK_SMAK Appli.elf

arm-none-eabi-objdump -h -5 STM32HS73I-DK_SMAK Appli.elf > "STM32HS73I-DK_SMAK Appli.list”

arm-none-eabi-objcopy -0 binary STM32HS73I-DK_SMAK_Appli.elf “STM32HS73I-DK_SMAK_Appli.bin™
text data bss dec hex filename

71132 128 16224 87478 155b4 STM32HS73I-DK_SMAK_Appli.elf
Finished building: default.size.stdout

Finished building: STM32HS73I-DK_SMAK_Appli.bin

Finished building: STM32HS73I-DK_SMAK Appli.list

"../postbuild.sh™ "Debug"”
file is copied

13
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Load and debug the SAMK application

E workspace_1.13.1 - 5TM32CubelDE 9

File Edit Source Refactor Mavigate Search P‘rc-jeindnw Help L mysT
ﬁv |®v%v@‘@\@;ﬁvﬁﬁv _\} Run

- = = Debu F11 . . .
ERL ST ST = % ’ [[ Launch Cenfiguration Selection O *
s | STM32ZH5T31-DE_SMAK_Appli (in 5TM32CubelDE) I. Run History »
Incldes o Eun As _ _ ’ Choose a launch configuration to debug
un Configurations...
1 (= Debug | |
(== Drivers Debug History
(= Example 15TM32 C/C+~+ Applicati .
& Middlewares = S 4 [[73 STM32H5731-DK_SMAK_Appli_Debug_attach
& Utilities EUg onrigurations...

_ 13 5TM32HS73I-DE_SMAK_Appli_Debug_Download_Debug
postbuild.bat Breakpoint Types »
postbuild.sh —
2 STM32H5731-DK_SMAK_Appli_Debug_attach.la] | I£1 Toggle Breakpoint Ctrl+Shift+B eﬂ X| 4GS HBE-&KE B -8r= O
= 5TM32H3731-DK_SMAK_Appli_Debug_Downloz |CD Toggle Line Breakpoint
= STM32H5731IKXC_FLASH.Id ar Ve S 1i.elf ~

art : SMAK_Appli.elf > "STM32H573I-DK_SMAK Appli.list™

art e T-DK_SMAK_Appli.elf “STM32HS73I-DK_SMAK_ Appli.bin"

‘@ Skip All Breakpoints Ctrl+Alt+B  lename
Firl Remove All Breakpoints 32H5731-DK_SMAK_Appli.elf
Ext | Tool ¥
ro _bin

Finished building: STM32HS573I-DK_SMAK Appli.list

"../postbuild.sh™ "Debug"
file is copied
postbuild script success

17:28:42 Build Finished. @ errors, @ warnings. (toock 19s.288ms)

( i | @
17
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Update ST-LINK if asked

Pt

[ Launch Configuration Selection | [ ST-LINK firmware verification

Choose a launch configuration to debug This wersion of 5TM32CubelDE provides a newer firmware version of the attached

| ST-LIMK. Proceed with update?

[[13 STM32H5731-DK_SMAK_Appli_Debug_attach

Always check for latest version. 2
E STM3I2ZH573I-DE_SMAK_Appli_Debug_Download_Debug

STLIMKE-V3 Refresh device list

Open in update mode

ST-Link ID: 004A00243232511639353236

Current Firmware:

Type: 5TM32 Debug-+Hvass storage +VCP

e Version: V3111M3

Update to Firmware: ¥3J13M4 5TM32 Debug-+Hvass storage+VCP

N
? Cancel _

~ AT —ma @ —— -k il

15
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Activate Debug Perspective

E Confirm Perspective Switch ey

This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, vanables and breakpoints.

Switch to this perspective?

[]Remember my decision

No

S7
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SMAK application debug

« Add breakpoint line 162 which is first printf line : double click on “162”
 Run/Resume of F8

* Then press F6 and see the lines printing in TeraTerm

« => You can download and debug the SMAK example application as if you were
developing on a STM32 without TrustZone in open state

17




Launch the SMAK appli

E workspace_1.13.1 - STM32Hzs _SMAK_Appli/Example/User/main.c - STM32CubelDE

File Edit Source Refactor earch  Project Run  Window Help X myST

H-HoeS-in Moo ilibs idis-0- Q- i®F-ifil-F-0De-0-(20
% Debug X | Project Explorer| o | i 8 = O |[[8 startupstm3zhsTikeqs | [€ mainc X = 0 |(w-v[e
VE STM32H5731-DK_SMAK_Appli_Debug_Download_Debug [STM32 C/C+ : p_UserAppId = (uintd t *)}&UserAppld; A
W ﬁ? STM32H5731-DE_SMAK_Appli.elf [cores: 1]
~ o Thread #1 [main] 1 [core: 1] (Suspended : Breakpoint)
= main() at main.c:128 0x 8077974

s arm-none-eabi-gdb (12.1.90.20220802)
pot ST-LINK (ST-LINK GDE server)

/* STM32H5xx HAL library initialization:

- Systick timer is configured by default as source of time base, but user
can eventually implement his proper time base source (a general purpose
timer for example or other time source), keeping in mind that Time base
duration should be kept 1ms since PPP_TIMEQOUT VALUEs are defined and
handled in milliseconds basis.

- Set NVIC Group Priority to 4

- Low Level Initialization

*)
if (HAL_Init() != HAL_OK)
{

Error_Handler();

}
/* This project template calls CACHE_Enable() in order to enable the Instruction
and Nata Fachae Thic functinn $c nrmuidad ac +amnlste imnlamandatinn +hat v
B Console |_"_ Problemqﬁ Executableq ED‘ebugger Console] a Memorﬂ AN N
5TM32H5731-DE_SMAK_Appli_Debug_Download_Debug [STM32 C/C++ Application] [pid: 130]
Address . Bx@8ecE480
Erasing memory corresponding to segment @:
Erasing internal memory sectors [55 63]
Download in Progress:
File download complete
Time elapsed during downleoad operaticon: @@:9@:01.416
Target not halted after reset. Force halt
< >
Non-Secure

18
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Hands-on: NS Application

and Secure Manager services




SMAK appli Ul

T COMTT - Tera Term VT — O X
File Edit Setup Contrel Window Help

CC) COPYRIGHT 2823 STMicroelectronics

Mon Secure User App related to Secure Manager HA

Main Menu
Internal Truzsted Storage
Cryptography
Initial Attestation
Firmware Update
Certificates

Selection =

Ky 20

life.augmented



SMAK appli Ul

CC>» COPYRIGHT 2823 STMicroelectronics

Mon Secure User App related to Secure Manager #A

Main Menu
Internal Trusted Storage
Cryptography
Initial Attestation
Firmware Update
Certificates

Selection :

« SMAK example application provides implementation of PSA API for each service
category (1 to 4)

 Item 5 does not use PSA API. Just displays the X509 certificates provided by the
platform

Ky 2
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Internal Trusted Storage

Internal Trusted Storage Menu
Factory data are proviszioned during SM installation and are not updatahbhle
Hew data: Set
Mew data: Get
Hew data: Get info
Mew data: Remove
Factory data:
Factory data:

Factory data:

Factory data:

Previous menu

Selection =

« Example of dynamic writing into secure store
« Example of accessing pre-provisioned data (Factory data)

« Secure manager provides the ability to pre-provision the Internal Trusted Storage
using a simple tool (we will use it later)

Ky 2
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Cryptography

AES CBC
AES CCH
SHAZ224

SHAZ56

REn 2848

ECDSA <DUA USER key>
ECDSA (Factory ITS key?

Previous menu

Selection =

« Set of examples of PSA Crypto API usage

Ky 23
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Initial Attestation

Previous menu

Selection :

* Provides Initial Attestation token signed by Device Unique Authentication DUA1
key

Lyy 24
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Firmware Update

Firmware Update Menu
Get all applications Status
Install all requested Applications <(rehootl
Download Hon—Secure App
Request Inztall Mon—Secure App ] )
Secure User application update
Accept Mon—-Secure App
Abhort Download Hon Secure App

Download Secure Manager

Request In=stall Secure Manager

Secure manager update

Accept Secure Manager

Ahort Download Secure Manager

Download STuRoT

Request Install STuRol Secure ST-uROT (2" stage bootloader) update
Ahort Download STuRoT

Previous menu

Selection :

Ky 25
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Certificate

Certificates
DUA USER X5H? cewvtificate
DUA Initial Attestation H5H?

Previous menu

Selection =

 Display both certificate content in X509 pem format

Ky 26
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SMAK Development Flow

Application Development Flow

Compile and
download SMAK

Application Application
1 example
- -@\
sTM32 U
CubelDE 4 H573 )
J - Seor
Debug session % Development
>
\ completed
TZ-CLOSED

I_’ CLOSED
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SMAK Installation Flow

Application Installation Flow

Download and Install

Signed the encrypted and signed
Application SMAK
1 Application example
| @l downloadbat| [ hHsza ) C ows )
: o~ OEM
\ R 2 e
' - = I =
S S
NG /

e
=

@)
—
O
0p)
m
O

TZ-CLOSED

STM32Cube FW_H5 V1.2.0\Projects\STM32H573I-DK\Applications\ROT\SMAK _Appli

B CAWINDOWS\system32icmd.exe

28
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Secure Manager Ecosystem

Set device in CLOSED state

m STM32CubeProgrammer

g . -
STz Data Information Motice

== Option bytes @ Connected

~ Product state —~ ST-LINK

Value Description

Life state code.

ED : Open

17 : Provisioning, Debug partially opened {only non-secure)

2E : iRoT-provisioned, Debug partially opened (only non-secure)
g . ol oo o oo Tt o el re]

PRODUCT_STATE

> Boot Configuration
> Bank1 - Flash watermark area definition

Ve secior o D Drote ol L

Some of the option bytes might be hidden or clipped,Use the mouse wheel or the touch pad to scroll down Apply

Log Live Update  Verbosity level (@) 1 2 3
144504070 Address T UxgUOUTUT A
12:25:26 : Read progress: é
r 12:25:26 : Time elapsed during the read operaticn is: 00:00:00,005 B

29
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SMAK Installation Flow

Application Installation Flow

Signed
Application

|

(%] download.bat 4 H573 A 4 H573 )

A 4

: OEM ! OEM
. Secrets ' Secrets

¢ Module 2

v
uoneol|ddy
uoneol|ddy

S e

TZ-CLOSED

@)
—
O
0p)
m
O

ife ’l 30



Resources




Resources

« STM32Trust: Web page
* Security with STM32H5: Wiki pages

* Getting Started with STM32H5 security: \Wiki pages
« STM32 Embedded Security Learning Journey: \Web page

* STM32H5 Training: Online Training

* STM32 Security MOOC: Online Course
« Secure Manager MOOC: Online Course

* AN5156 : Introduction to STM32 microcontrollers security
« ANGOO7 : Getting Started with STIRoT for STM32H5 MCUs
« ANGOOS : Getting Started with Debug Authentication for STM32H5 MCUs
« UM3254 : Secure manager for STM32H573xx microcontrollers
r RMO0481 : STM32H563/H573 Reference Manual

d /4 32
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https://www.st.com/content/st_com/en/ecosystems/stm32trust.html
https://wiki.st.com/stm32mcu/wiki/Category:Security_with_STM32H5
https://wiki.st.com/stm32mcu/wiki/Category:Getting_started_with_STM32H5_security
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/stm32-embedded-security-learning-journey.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training/stm32h5-online-training.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/Introduction_to_security.html
https://www.youtube.com/playlist?list=PLnMKNibPkDnF5QuZDba2fd2mhOBb0huJK
https://www.st.com/resource/en/application_note/an5156-introduction-to-stm32-microcontrollers-security-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6007-getting-started-with-stirot-st-immutable-root-of-trust-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6008-getting-started-with-debug-authentication-da-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/user_manual/um3254-secure-manager-for-stm32h573xx-microcontrollers-stmicroelectronics.pdf
https://www.st.com/resource/en/reference_manual/rm0481-stm32h563h573-and-stm32h562-armbased-32bit-mcus-stmicroelectronics.pdf

Introduction

STM32H5 security features
overview

Hands-On: Getting started with
Secure Manager

Hands-On: SMAK
Develop and Debug

Agenda

6 Conclusion & Takeaways
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Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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