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Secure Manager features overview
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Protect IP and simplify security customer journey

TrustZone
Non secure Secure SO R
Un-privileged or Un-privileged ’ Target 4
Privileged : i i : | psacertficd” § E § | P
LU L iy e—) Secure Services
& | = Hell s &} « Firmware update (saar)
Application I B HsHsH el - Trusted Storage
= | = i | 2t i - Cryptography
------ e e S — - Attestation
T Privileged
Real-ime OS | mem——) Sccure OS core
[ STuRroT - 2nd Stage bootloader wpdatabie)
;o7 1st stage bootloader
/4 4

life.augmented



Secure Manager

Protect IP and simplify security customer journey
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Protect IP and simplify security customer journey

Secure Manager
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Secure Manager

Protect IP and simplify security customer journey
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Secure Manager

Protect IP and simplify security customer journey
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Protect IP and simplify security customer journey

Secure Manager
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TrustZone

Non secure
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Secure
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Privileged

ST uRoT

ST iRoT

ST platform ownership

Turnkey set of security services

Secure Manager Core to handle isolation
Multi-tenant software IP protection

Arm® PSA API compatible

Designed for Long-Term-Support
Modular secure update capable
Optimized certification properties

Certified and maintained by ST
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Hands-on: Install and get started with

Secure Manager




Hands-on

Configuration and Installation Flow

Install a
Personalized
Secure Manager

Initial/virgin OEM
stateg personalized
product
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Hands-on: Requirements

« SW Requirement :
« STM32CubeH5 version 1.2.0 or upper
e STM32TRUSTEE-SM version 1.1.2 or upper
« STM32CubelDE version 1.15.0 or upper
e STM32CubeProgrammer version 2.15.0 (which includes STM32TrustePackageCreator )
« Terminal application (TERATERM) 0

connect on CN10

) USB_STLINK
- SLUTM L aeet cmEe I B
* HW Requirement : [me s e

1. STM32H573-DK
2. USB cable (Type C, or Type C-to-Type A)

MB1677C

T
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https://www.st.com/en/embedded-software/stm32cubeh5.html
https://www.st.com/en/embedded-software/stm32trustee-sm.html
https://www.st.com/en/development-tools/stm32cubeide.html
https://www.st.com/en/development-tools/stm32cubeprog.html
https://osdn.net/projects/ttssh2/releases/

Hands-on: Hw configuration

e Onthe STM32H573 DK, check that the SWl BOOTO switch is set to O to boot from user flash

14
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Hands-on: Tools/Scripts configuration

Warning: If STM32CubeProgrammer is not installed in the default folder, the customized installation
path must be updated in the environment variables script files: “env.bat” for our hands-on.

G » This PC » Windows (C) » 5T_5M_Workshop » 5TM32Cube FW_H3 V1.1.0 » Projects » 5TM32H3731-DK » ROT_Provisioning

~ Mame B Date modified Type Size
DA 8/21/2023 3:20 AM File folder
OEMIROT 8/21/2023 3:20 AM File folder
5M 21272024 10:38 AM File folder
STIRCT 2/9/2024 10:3% AM File folder
MuROT 8/21/2023 3:20 AM File folder
env.bat e 7/6/2025 1:27 PM Windows Batch File 3 KB
env.sh 8/21/2023 3:20 AM Shell Script 3 KB
img_config.bat 7/6/2025 1:27 PM Windows Batch File 1KE
» ima confia.ch 872172023 3:20 AM Shell Scrint 1 KRB
['4
General

:: Configure tools installation path
set stm3Zprogrammercli="C:\Program Files\5TMicroelectronics\5TM32Cube\5THM32CubeProgrammer\bin\5TM32 Programmer CLI.exe"
set stm32tpccli="C:\Program Files\5TMicroelectronics\5TM32Cube\5TM32CubeProgrammeribin\5TM32TrustedPackageCreator CLI.exe"

‘— IMPORTANT: This workshop was initially created using the STM32CubeH5 V1.1.x. Every time you see the path
> /4 STM32Cube_FW_H5 V1.1.x, it is in fact “STM32Cube_FW_H5 V1.2.0” or any newer version/path you are using®
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Hands-on: OB status check 1/3

[ sTv32CubePragrammer — O X

STM Iﬁ @ Data information Natice

Serial number 004A00243... HOt P|Ug
- mode

3000

Hot plug

1

> Bank2 - Flash watermark area definition Hn Hardware reset

> Write sector group protection 2 : Reliable

> OTP write protection

> Flash data bank 1 sectors

> Flash data bank 2 sectors

> Flash HDP bank 1
> Flash HDP bank 2

r ) Some of the option bytes might be hidden or clipped,Use the mouse wheel or the touch pad to scroll down ) der L
Y/ 16
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Hands-on: OB status check 2/3

m STM32CubeProgrammer — d >
5

D ROy x Ly
E Option bytes @ Connected

N
«¢ Product state ST-LINK

MName Value Description
Life state code.
1 ED: Open
17 : Provisioning, Debug partially opened {only non-secure)
PRODUCT_STATE ED - 2E : iRoT-provisioned, Debug partially cpened (only non-secure)
C6: TZ-Closaed, Debug partially openad {only non-secure]
72 : Closed, Debug disabled, regression is possible
5C: Locked
< >
> BOR Level
> User Configuration
> User Configuration 2
s Boot Configuration
Name Value Description
MSBOOTADD Val..| 0x80000  Addr.. | 0x08000000 Mon secure unigue boot entry address

A field loecking the values of SWAP_BANK, and NSBOOTADD settings - _
NSBOOT_LOCK - €3 : The SWAP_BANK and NSBOOTADD can still be modified following their indi Target information
B4 : The NSBOOTADD is frozen. SWAP_BANK can only be modified with TZEN se :

% . .
su W @ Data information Notice

C3:The BOOT_UBE, SWAP_BANMNK and SECBOOTADD can still be modified follow
B4 : The BOOT_UBE and SECBEOOTADD are frozen. SWAP_BANK can only be moc

W

Some of the option bytes might be hidden or clipped, Use the mouse wheel or the touch pad to scroll down Apply m

& field locking the values of UBE, SWAP_BANEK, and SECBOOTADD settings.
SECBOOT_LOCK o -

17
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Hands-on: OB status check 3/3

m STM32CubeProgrammer — d >
@ pata information Motice ‘-D| “ n 4 -:}:: ",

E Option bytes @ Connected

Mo
s Product state ST-LINK

MName Value Description

g
STM w
sube Programir

Life state code.

ED: Open

17 : Provisioning, Debug partially opened {only non-secure)
PRODUCT_STATE ED - 2E : iRoT-provisioned, Debug partially cpened (only non-secure)

C6: TZ-Closaed, Debug partially openad {only non-secure]

72 : Closed, Debug disabled, regression is possible

aC : Locked
< b3

> BOR Level

> User Configuration

> User Configuration 2

s Boot Configuration

Name Value Description
MSBOOTADD Val..| 0x80000  Addr.. | 0x08000000 Mon secure unigue boot entry address

A field loecking the values of SWAP_BANK, and NSBOOTADD settings - _
NSBOOT_LOCK - €3 : The SWAP_BANK and NSBOOTADD can still be modified following their indi Target information
B4 : The NSBOOTADD is frozen. SWAP_BANK can only be modified with TZEN se :
SECBOOT_LOCK C3:The BOOT_UBE, SWAP_BANMNK and SECBOOTADD can still be modified follow
B4 : The BOOT_UBE and SECBEOOTADD are frozen. SWAP_BANK can only be moc

W

Some of the option bytes might be hidden or clipped, Use the mouse wheel or the touch pad to scroll down Apply m

: & field locking the values of UBE, SWAP_BANEK, and SECBOOTADD settings.
0 -




Hands-on: OB status check
ONLY IF NEEDED

WARNING: Use the regression script only if you find out that your device is not in OPEN state.
Or if you run into issues/block moving forward because board already used/configured etc.

# This PC » Windows (C) » ST_SM_Workshop » 5TM32Cube FW_H3 V110 » Projects  5TM32H573I-DK » ROT_Provisioning * DA I
~ Marme Date modified Type Size
- Binary 8/11/2023 4:26 AM File folder
Certificates 81172023 4:26 AM File folder
Config 8/11/2023 4:26 AM File folder
Keys 8/11/2023 4:26 AM File folder
dbg_auth.bat T/6f2023 1:27 PM Windows Batch File 1 KB
* dbg_auth.sh 8/21/2023 3:20 AM Shell Script 1KE
discovery.bat 7/6/2023 1:27 PM Windows Batch File 1KB
+ discovery.sh 8/21/2023 3:20 AM Shell Script 1 KB
ob_programming.bat T/6f2023 1:27 PM Windows Batch File 3 KB

* ob_programming.sh

[] obk_provisioning.bat Use it only if device is NOT in OPEN state
* obk_provisioning.sh or

%] provisioning.b : : : :
= provisioning bat if you run into issues/blocks moving forward

127 P Windows Batch File

8/21/2023 3:20 AM Shell Script 2 KB

oy UL

IS7TR
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Hands-on: Secure Manager

Configuration and Installation




Hands-on: provisioning scripts

» ThisPC » Windows (C:) » 5T_5M_Workshop » 5TM32Cube_FW_H53_V1.1.0 » Projects » 5TM3ZH5731-DK » ROT_Prowvisioning SMI

Mame :
Binary
Config
Helper
Images
Keys
License
5T

its_blob.bat

 its blob.sh

provisiening.bat

provisioning.sh

provisioning_auto.bat

S7
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Date modified Type Size
2/12/2024 10:49 AM File folder
2122024 10:49 AM File folder
8/21/2023 3:20 AM File folder
2/12/2024 10:371 AM File folder
8/11/2023 4:26 AM File folder
Install
the Secure Manager - v
crnpt 4 KB
8/772023 2217 PM Windows Batch File 28 KB
8/21/2023 3:20 AM Shell 5cnpt 29 KB
7ie/2023 1:27 PM Windows Batch File 1 KB

21




Hands-on: Secure Manager

BN C\WINDOWS\system32\cmd.exe

ig

)ption

From

Appli with Windouws e

sioning

B
Trus
™

g

ion.bat if not the

TEP1 - Configuration

1l.obk file

Information to configure secure
manager capabilities

Information to configure OEM keys

er.obk file

Information to configure secure
manager behaviour

Information to configure debug
authentication keys

22




Hands-on: Secure Manager
STEP1 - Configuration

Option bytes
configuration

Internal trusted storage

ITS F-I_._I_Ir, Blob.bin r"l:Jr'lr'lir'lgg its blob script

- E' -:u:un:.lnu-;-....: Provise S e ) - . Conﬁguration

SFI license setup

Build big SFI binary

23
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Hands-on: Secure Manager
STEP2 - Installation

@ Installation Ensure switch SW1 (close to
* BOOT® pin should be disconnected from VDD ETH COI’]I’]GCtOI’) IS set on

(STM32H573I-DK: set SW1 to position @)

Press any key to -::|;r'|:ir|ue... FLASH (O)

¥ Cecure installation

Installation starting (might take up to 15
Installation completion...
Successful installation

Secure manager installation
securely !

The board is correctly configured with ST Secure Manager Package

Board LEDs are blinking !

KLys 24
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M Tera Term - [disconnected] VT

Window Help

0 File
Mew connection... Alt+M

S7
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Edit Setup Control

Duplicate session
Cygwin connecticon
Log...

Pause Logging

Comment to Log...

View Log

Show Log dialeg...
Stop Logging (C)
Send file...
Transfer

S5H 5CP...

Change directory...

Alt+L)
Alt+3

Open UART terminal serial port

WT

File Edit
]

C :
“E0 Tera Term: New connection pod

O TCPAIP myhost.example.com
History
Telnet

55H S5H2
Other

22

AUTO

2
Port COM77: S TMicroelectronics STLIk VI -] | L

COM3: Intel[R] Active Management Technology - 50L [COM3
COM?7¥: STMicroelectronics STLink Virtual COM Port [COMT7 Y]

@ Serial

25



Serial port configuration

e Tera Term: Serial port setup and connection >
Control  Window  Help 3
Port: COM77 e
Terminl. | Newseting
Window... Speed:
Font .
Data: Cancel
Keyboard...
: Parity:
Proxy... Stop bits: Help
Ee Flow control:
55H Authentication...
55H Ferwarding... Transmit delay
2L AT ] msecichar ] msecfline

TCR/IP...

General...

Device Friendly Name: STMicroelectronics 5TLink Yirtual COl
Device Instance ID: USB\YID _0433&PID_374E&MI 02\7&1CC3
Device Manufacturer: STMicroelectronics

Provider Name: STMicroelectronics

Driver Date: 4-1-2021

Driver Yersion: 2.2.0.0

Additional settings...

Ky 26
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Check terminal connection

* Press the reset button on the board

MB1677C : X :' 7T COMGE - Tera Term VT — | e
File Edit Setup Control Window Help

General Infos

Flash Layout configuration index: <Bx@>
Secure Manager Uersion: <1.1.8>
STuRoT Version: <1.1._1>

,l 27

life.augmented



Check product state

« Connect to the board through STM32CubeProg to check the new TZ-Closed
product state (you can check accessibility of S and NS flash). Then Disconnect

a

o Data Information Notice 10 n n ' _;*: ‘,’

— -
== Option bytes

> Product state

> BOR Level

> User Configur ation

> User Configuré tion 2

> Boot Configuration

> Bank1 - Flash watermark area definition

> Write sector group protection 1 LER
> Bank2 - Flash watermark area definition Error: Data read failed
> Write sector group protection 2

> OTP write protect on

> Flash data bank 1 ;ectors

~ Product state

Name Value Description
Life state code
ED : Open
17 : Provisioning, Debug partially opened (only non-secure)
PRODUCT_STATE w - 2E : iRoT-provisioned, Debug partially opened (only non-secure)
’l C6: TZ-Closed, Debug partially opened (only non-secure) 28

72: Closed, Debug disabled, regression is possible
5C: Locked

life.augmented



Hands-on Completed

Configuration and Installation Flow

COMPLETED

Install a
Personalized
Secure Manager

Initial/virgin OEM
stateg personalized
product
4 N
TS sTM32 \§F 4 573 ™
TrustedPackageCreator e

! Module 2

| Secure
] Manager

| %% L

~
sTM32 N

uonedlddy

ST-uRoT

ST-iRoT

L CubeProgrammer ) wonSec SeC/

OPEN TZ-CLOSED

Ky 29
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Resources




Resources

« STM32Trust: Web page
* Security with STM32H5: Wiki pages

* Getting Started with STM32H5 security: \Wiki pages
« STM32 Embedded Security Learning Journey: \Web page

* STM32H5 Training: Online Training

* STM32 Security MOOC: Online Course
« Secure Manager MOOC: Online Course

* AN5156 : Introduction to STM32 microcontrollers security
« ANGOO7 : Getting Started with STIRoT for STM32H5 MCUs
« ANGOOS : Getting Started with Debug Authentication for STM32H5 MCUs
« UM3254 : Secure manager for STM32H573xx microcontrollers
r RMO0481 : STM32H563/H573 Reference Manual

d /4 5
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https://www.st.com/content/st_com/en/ecosystems/stm32trust.html
https://wiki.st.com/stm32mcu/wiki/Category:Security_with_STM32H5
https://wiki.st.com/stm32mcu/wiki/Category:Getting_started_with_STM32H5_security
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/stm32-embedded-security-learning-journey.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training/stm32h5-online-training.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/Introduction_to_security.html
https://www.youtube.com/playlist?list=PLnMKNibPkDnF5QuZDba2fd2mhOBb0huJK
https://www.st.com/resource/en/application_note/an5156-introduction-to-stm32-microcontrollers-security-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6007-getting-started-with-stirot-st-immutable-root-of-trust-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6008-getting-started-with-debug-authentication-da-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/user_manual/um3254-secure-manager-for-stm32h573xx-microcontrollers-stmicroelectronics.pdf
https://www.st.com/resource/en/reference_manual/rm0481-stm32h563h573-and-stm32h562-armbased-32bit-mcus-stmicroelectronics.pdf

Wiki: How to start with Secure Manager

<~ G A I 5 h ttps://wiki.st.com/stm32mecu/wiki/Category:How_to_start_with_Secure_Manager_on_STM32H5 I
s
Wiki b \
& a 7 B-

STM32 MCU

Welcome Microcontroller Solutions Software development kit

L ) Approved version. Approved on: 09:19, 27 September 2023
> Artificial Intelligence

> Connectivity

T D

ry: How to start with Secure Manager on STM32HS Last edited 4 months ago ago
> Low power

> Maotor Control

How to start with Secure Manager on STM32H5 @ rev

Security

> Security functions

STM32HS
This category includes all articles "How to start with Secure Manager on STM32H5"

@ Page automatically approved: ne TLMS PR ID.
Automatic approval based on the “Category model” article.

> Security with STM32HS

| - Getiing started with STM32HS5 security

» How to start with STM32CubeMX...

» Howlo startwith DA on STM32H5 Pages in category "How to start with Secure Manager on STM32H5"

» How to start with OEMiRoT on S...

The following 3 pages are in this category, out of 3 total.
> How to start with STIROT on STM. ..

l -+ How to start with

o

Secure Manager STM32H5 H..

How to start with Secure Mana...

How to start with Secure Mana. ..

Getting starfed with STM32H5 se. ..

‘ ’l Getting started with STM32HTRS. ..

> Touch sensing

If you have any question or request concerning this wiki or if you see some pages with some mistake, you can report them using ST
Support Center éfor ST Community MCU Forume. 32
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Agenda

1 Introduction 5 Hands-On: Debug Authentication
2 STM32H5 security features 6 Conclusion & takeaways
overview

3 Hands-On: Getting started with
Secure Manager

Ky 33
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Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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http://www.st.com/trademarks
http://www.st.com/
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