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Protect IP and simplify security customer journey
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Secure Manager

• Binary - encrypted and signed by ST

• Secure OS Core

• Security Services

• Firmware update

• Trusted Storage

• Cryptography

• Attestation

Securely Updateable

ROMed Secure bootloader

Target

Secure Manager

scope

Secure Manager 
on STM32H5 platform



Secure Manager 
Key messages

A certified turnkey SoC set of security services

Enabling 3rd party keys & certificates Lifecycle management

In-ST-factory pre-provisioned identities for Clouds & OEM servers

An exhaustive software IP protection solution
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STM32H5 MCU

From secure hardware 

to full solution owned & 

maintained by ST

Secure Manager

Scalable security

Target certifications



What we have covered...
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1 Introduction

2

3
Hands-On: Getting started with 
Secure Manager

5 Hands-On: Debug Authentication

6 Conclusion & takeawaysSTM32H5 security features 
overview
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Hands-On: SMAK
Develop and Debug
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