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Debug Authentication Overview




What is Debug Authentication?

« The user leverages the debug authentication security feature to perform:

» Secure regression to OPEN (full regression) or TZ-CLOSED (partial regression) product states, erasing user data in user
flash memory, SRAM and OBKeys.

« Safely re-open debug access on the STM32

« Debug Authentication usage is different depending on the TrustZone activation:
« Password based (In TZ disabled applications)
» Certificate based (In TZ enabled applications)
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DA: Password based

* In order to access the debug authentication feature, the host sends the debug authentication
password to the STM32. When the STM32 receives the hash of the password, it verifies that it

corresponds to the one that is
provisioned.
e

17 m: Password Product State = OPEN 5
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DA: Certificate based

« When the user access the debug authentication feature (regression or debug re-opening), he
sends first a certificate and a debug authentication action request to the STM32. When the STM32
receives the certificate, it verifies that:

» Certificate fits the one that is provisioned. - .
 The authorized actions sent with the Ii E

certificate match the ones provisioned. . ———

[Ex)

Response

» The action request matches the
authorized action list carried E
by the certificate.

Challenge

l@

inEnng TIRA) pRRnnn RRRnnNgn
inEnng inannn inEnnn EEnnngn
Step 1 Step 2 Step 3 Product State = OPEN

——

— o] : Debug Authentication Certificate

@ : Debug Authentication Private Key
17
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Actions Request 1/2

Debug Authentication:
Authorised actions:

’ AMismatch]

Action1

Debug Authentication
Request: Blocked

*

Debug Authentj#a
Authorised 3

@ : Debug Authentication Certificate

Ky 7
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Actions Request 2/2

Debug Authentication:
uthorised actions:
LActiont

Debug Authentication AM ismatch]

Debug Authentication:
Authorised actions:
-Action1

Debug Authentication
Request: Blocked

*

-Action2

@ : Debug Authentication Certificate

Ky :
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Actions Reqguest

Debug Authentication:
Authorised actions:
Action1
ActionZ

Debug Authenticati
[ A(?ti:r? R:@i%t}ga - \\\f
Action1 i
: N V- Match}
. . . . l . Debug Authentication

Request: Granted

*

-Action2

‘Yl @ : Debug Authentication Certificate .
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Regression: Full

g

Challenge Response |=—

TIRAD nERnngn nRRnngn
nnnnne innnne inanngn nERnnn
Step 1 Step 2 Step 3 Product State = OPEN

— o] : Debug Authentication Certificate

@ : Debug Authentication Private Key

Ly
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Regression: Partial

E E [E=

@ Challenge |== Response E__hl

Product State = TZ-CLOSED
Step 1 Step 2 Step 3

S , : Non-secure firmware
@ : Debug Authentication Certificate

'S |l

: Secure firmware

@ : Debug Authentication Private Key

Ky 1
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Debug Re-opening

IIRENl Bannni innnnn innnnn IEnnng
T nnnnny LT
Step 1 Step 2 Step 3
Debug: Closed Debug: Open

E - Debug Authentication Certificate

M - Debug Authentication Private Key

Ky 12
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Debug Authentication Ecosystem




Debug Authentication Ecosystem I

PC Host
STM32H3

STLink/
4 JTAG SWD
Probe

1

SDM API




Ecosystem: Provisioning phase

STM32H5
Host
"o
2
(2)
STM32CubeProgrammer *—I—' Probe |€—» OBK
T Any interfaces accessible by
CubeProgrammer: bootloader
eripherals + JTAG/SWD.
DA_Config.obk perip

(’T\\_’/f/_\

Y. |
STM32 Trusted Package
Creator

DA configuration xml file details

DA_Config xm R

Root public key .pem file for root public key

@ Permission mask Authorized permissions (16 bits)
‘ 'l 15
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Ecosystem: Launch DA (certificate method) I

STM32H5

Host
5 Y
2
“h’éTMSECubergrammer Deb

ug port Debug
4—p L2
or IDE [ »  Probe / DBGMCU €| Authentication
Certificate chains

S—1

p |
STM32 Trusted Package
Creator

T

Certificates_Gen.xml

Ky 16



How To: Create new certificate I

* Instructions available in section 6.2 of the following

’l 17
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https://wiki.stmicroelectronics.cn/stm32mcu/wiki/Security:How_to_start_with_STiRoT_on_STM32H573#How_to_generate_a_certificate_chain

Use Case

« Development is completed and device is released in closed state
* Our product is on the field, unfortunately some devices are not working fine...

« Customer returned the product to the support team

Let's see what the support team can do

life ’l 18



Hands-on:

Debug re-opening and regression




First possibility: re-open the debug

« What do we need ?
» A certificate that allows reopening the device for debug and regression (leaf certificate)

C:\..\ROT_Provisioning\DA\Certificates\cert_leaf chain.b64

* The associated private ECC key

C:\...\ROT_Provisioning\DA\Keys\key 3 leaf.pem

Let’'s reopen the device for debug !
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Debug Reopening

RDP REG SFI/SFix

Key File Path

C:\ST_SM_Workshop\STM32Cube_FW_H5 V1.2.0\Projects\STM32H573I-DK\ROT _Provisioning\DA\Keys\key 3 leaf.pem E 0

) name value
Select File | CasST_SM_Workshop\STM32Cube FW_H5_V1.2.0\Projects\STM32H5732I-DIK\ROT_Brovisioning\[ | =

Locking Mechanism  Certificate

SoclD 0x004D0056 0x33325117 0x383

Select File | CAST_SM_WorkshoptSTM32Cube FW_H5_V1.2.0\Projects\STM32H573I-DK\ROT_Provisioning\[ | =
ST_LIFECYCLE_CLOSED

Permissions
Permission Select
Non-Secure Intrusive Debug (Level1) * Used to lock device once the det
& (L UL opened through Debug Authent
Non-Secure Intrusive Debug (Level2) Applicable only when the feature

Step 1: Path selection.

Non-Secure Intrusive Debug (Level3) [ ] e O
Secure Intrusive Debug (Level1) o Step 2: Permission selection

Secure Intrusive Debug (Level2) Step 3: Execution.

Secure Intrusive Debug (Level3)

Kys
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Modify the debug configuration

E H3_WRKSHP - 5TM32H5731-DE_SMAK_Appli/Example/User/main.c - 5TM32CubelDE
File Edit Source Refactor Mavigate Search Project RBun Window Help zHeIIoRishi

- -G e -R-BiOS N g -6-F-Gib-O-Qei® i SDE 18- fl

S | [ main.c X [g] stm32h%o_hal_vart.c [8] startup_stm32

Right click
Ig C IC L > [void)
g Eecll:-ldes Ge Into example *.:c const : this censt cha
i 9 Open in New Window LppId = (uint3_t *)&UserAppld;
[z= Drivers
v (= Example Show In Alt+Shift+W > §oH5:0¢ HAL library initialization:
Startu Systick timer is configured by def
vg User P =| Ceopy Ctrl+C can eventually implement his p
Paste Chrl+V timer for example or other tim
[gh cert.c duration should be kept ims si
@ com.c 3 Delete Delete handled in milliseconds basis.
[k common.c Source > |Set WVIC Group Priority to 4
@ cryp.c o Low Level Initialization
OVE...
crypto_tests_common.c .
gy crypto_tests. Rename... F2 _Init() != HAL_OK)
@ eat.c
[ fanuc fxg  Import... _Handler();
@ lts.s £y Export..
Ly main.c ject template calls CACHE_Enab
. . project template calls CACHE_Ena
[ stmilhixx_hal_msp.c Build Project Data Cache. This function is provi
@ stm32hiocit.c Clean Project may integrate in his application
[g) syscalls.c 57 Refresh Fs , y
[£] sysmem.c ] le the Instruction Cache */
[ ymodem.c Close Project nable();
i Close Unrelated Project
g ml.TSIewares ! Figure the System clock to have a f
ilities :
Build Confi ti y [lock_Config()s
postbuild.bat uT onfigurations
postbuild.sh Build Targets » figure Communication module */
= 5TM3ZH5731-DE_SMAK_Appli_Debug_attac Index > A Init() != HAL OK)
=| STM32H3731-DK_SMAK_Appli_Debug_Dx
- _~Appli_Lebug_Uow Run As » [_Handler();

| STM32H573IIKKG_FLASH.Id

iF @

Debug As [l 15™M32 C/C++ Application

= Debug Configurations...

Compare With —— TEww

Restare from Local History... printf("\rin= (C) copy
(1Y printf (" \rin=
¢ Convertto Crv arintf({"\rin= Mon Secure U
#7  Run C/C++ Code Analysis Tonmem ot

Configure »
Tasks B Console ®  [T] Properties
Properties AltsEnter  DHH5731-DK_SMAK_Appli_Debug_Download_D 22

life.augmented



ebug Configuration

CEeEX|BY- Name: | STM32H5731-DK_SMAK_Appli_Debug_attach
‘ type filter text | Main | 3 Debugger| [ Startup| % Source| [ Commen
[t] C/C++ Application Project:

[T] C/C++ Attach to Application
[&] C/C++ Postmortern Debugger
[] C/C++ Remote Application C/C++ Application:

[©] GDB Hardware Debugging
| Debug/STM32H3731-DE_SMAK_Appli.elf Search Project... Browse...

| STM32H5731-DK_SMAK_Appli Browse...

STM32 C/C++ Application Build (if required) before launching

STM32H3731-DK_SMAK_Appli_Debug_attach
Build Configuration: | Debug

() Enable auto build (®) Disable auto build
(0 Use workspace settings Configure Workspace Settings...

Revert Apply

Filter matched 9 of 9 iters

’l ) Close 23
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Mame: | 5TM3I2ZH573I-DE_SMAK_Appli_Debug_attach

Main | %5 Debugger 5 Source| ] Common

Initialization Commandso

Load Image and Symbols e
Build Download Load symbols

Remove ‘download’ option of the firmware

File
Remowve
Move up
Mowve down
Revert Apply
Debug Close

life.augmented

[ Add/Edit item O X

Some properties of this item can only
be changed in the "Main" tab.

Project: S5TM32H5731-DE_SMAK_Appli

Program path: Debug/STM32H5731-DE_SMAK_Appli.elf

[] Download

Use download offset (hex) | |
[+] Load symbols

Use symbol address (hex) |

24



Launch debug

Mame: | STM32H5731-DE_SMAK_Appli_Debug_attach
Main |i§l Debugger | = Startup | 50urce| [] Common
Initialization Commands -
Load Image and Symbols
File Build Download Load symbols Add...
Debug/STM32H5731-DK_SMAK_Appli.elf [STM32H573]-DK_S... See Main tab @ false " true : -
Remove
Mowve up
Mowve down
ri L i TS N
Revert Apply

Close

"I 25
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Break execution

E workspace_1.13.2 - TimeStamp Detection_MNonSecure/Drivers/5TM32H5xx_HAL_Driver/stm32h5xx_hal_uart.c - STM32CubelDE
File Edit Source Refactor
N-ER B& in|l

45 Debug £ Project Exploreq

Fearch  Project Run  Window Help & myST
LRI -0 - U AR O D OO
i § = 8 ( main.c (@ update_fw.c (@ psa_fwu.c (@ detection.c ( strm32h5x_hal_u > Py = 8

v [[I] TimeStamped_Event_Detection_NonSecure [STM32 C/C++ Appli if (__HAL UART_GET_FLAG(huart, UART_FLAG_RTOF} == SET) -~
W TimeStamped_Event_Detection_MeonSecure.elf [cores: 1] {

/* Clear Receiver Timeout flag®/

#1 [mai ing:
B __HAL_UART CLEAR FLAG(huart, UART CLEAR RTOF);

s arm-none-eabi-gdb (12.1.90.20220802)

g ST-LINK (ST-LINK GDB server) /* Blocking error : transfer is aborted

Set the UART state ready to be able to start again the process,
Disable Rx Interrupts if ongoing */
UART_EndRxTransfer(huart);

huart-»ErrorCode = HAL UART_ERROR_RTO;

/* Process Unlocked */
__HAL_UNLOCK(huart);

return HAL_TIMEOUT;

@brief Start Receive operation in interrupt mode.
* @note  This function could be called by all HAL UART API providing reception in Interrupt
finote  When calling this function, parameters wvalidity is considered as already checked,
i.e. Rx State, buffer address,
HART Handle ic sccumed =< |acked ¥

B Console =R Problemq Q Executableq G Debugger Console} i} Memorﬂ
TimeStamped_Event_Detection_NonSecure [STM32 C/C++ Application] [pid: 106]

LASLETN FUr e nunoen : DLLDS
Status Refresh Delay 1 15s
verbose Mode : Disabled
SWD Debug : Enabled

Waiting for debugger connection...

Debugger connected
Waiting for debugger connection...
’l Debugger connected

Waiting for debugger connection... 26
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You can set breakpoint and debug...

E H5_WRKSHP - STM32H5731-DE_SMAK_Appli/Example/User/main.c - 5TM32CubelDE
File Edit Source Refactor Mavigate Search Project Run  Window Help X Hello Rishi

il |- /R - B YO I @ig~E - - H-0- - @I JRE T H-F OO O

[ Project Explorer ¢ S Y & = O [§mance x = 0
o e 1
v EE S:M.EZH.S?EI-DK_SI\-"IAK_APPH (in 5TM32CubelDE) 182 return len; ~
%%, Binaries 183 }
[l Includes 184
= Debug 185 #endif /* _ GNUC__ */
(= Drivers 108
187 /* Private variables -----------mmmmm oo *f
v (= Bxample 192 uint8 t *p_UserAppld;
(= Startup 129 const uintd_t Userfppld = "A";
v = User 118
[ certe 111 /* Private function prototypes --------------mmmmmmm *f
&) com.c 112 static void FW_APP_MAIN_PrintMenu(void);

113 static void FW_APP_MAIN_Run(void);

@ common.c 114 static void SystemClock_Config(void);

@ cyp.c 115 static void CACHE_Enable(void);
@ crypto_tests_common.c 116 static void Error_Handler(void);
@ eat.c 117 _ . . _
@ fw.c 118 /* Private functions ----------------- """ */
o 119
@ its.c 1209 f**
@ main.c 121 * fgbrief Main program
@ stm32h5xx_hal_msp.c 122 * (@param None
[§ stm32Zh5xc_it.c 123 * @relval None
[g] syscalls.c 124 o
25= int main(void)
| sysmem.c
@ymodem.c /* set example to gonst : this const changes in binary without rebuild */
= Middlewares p_UserAppld = (uintd_t *)&UserAppld;
(= Utilities _ Lib )
- /* STM32HSxx HAL library initialization:
postbu!ld.bat - Systick timer is configured by default as source of time base, but user
postbuild.sh ) can eventually implement his proper time base scurce (a general purpose
= STM32H573I-DK_SMAK_Appli_Debug_attach.launch timer for example or other time source), keeping in mind that Time base

=| 5TM32H5731-DK_SMAK_Appli_Debug_Downlead_Debug.launch
w STM3ZHE73IKHO_FLASH.Id

duraticn should be kept 1ms since PPP_TIMEOUT_VALUEs are defined and
handled in milliseconds basis.
- Set NVIC Group Priority to 4
- Low Level Initialization
x

if (HAL_Init() != HAL OK)

18] g

Error_Handler();

"_l B - T T 27
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Let’s close the debug

m STM32CubeProgrammer

STH _Il' Data Information Motice [

ecure programm in g

RDP REG SFI/5FIx

Debug Authentication

@This interface supports only STM32H5!

name value

Locking Mechanism — --
Soc D --
Life Cycle --

Device 1D =

Used to lock device once the debug has been

opened through Debug Authentication process

Applicable only when the feature is available.

Ky 28
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Close Debug Procedure

Secure programming

Debug Authentication

) name value
cPU Select File - Browse _ _ »
Locking Mechanism  Certificate
Ce ate File Pat
Soc D 0x003D005D 0x33325117 0x38363236 0x000000...
Select File A Browse
Life Cycle ST_LIFECYCLE_TZ_CLOSED (Debug opened)
ﬁThis interface supports only STM32H5!
Device ID 0x484

Used to lock device once the debug has been
1 l &=l opened through Debug Authentication process.
Applicable only when the feature is available.

Step 1: Path selection.

B Message X

o Target successfully locked.
‘ 2 _DK
'l 29
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Step 2: Permission selection

Step 3: Execution.

OOQ



Debug is now closed

Crov | o | s

Debug Authentication

Key File Path

) name value
Select File - Browse

Locking Mechanism  Certificate

Certificate File Path

Soc D 0x003A001A 0x3332510F 0x38363236 0x000000...

Life Cycle ST_LIFECYCLE_CLOSED

Select File - Browse

6This interface supports only STM32H5!
Device ID 0x484

Used to lock device once the debug has been
sl | opened through Debug Authentication process.
Applicable only when the feature is available.

Step 1: Path selection.

Step 2: Permission selection

Step 3: Execution.

OOQ

"I 30
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& STM32H5 Security
Debug Authentication partial regression

=
>

SH(Key1_root_pub) o BT @
DC Permission Mask 5T B gl i

&)

P S
private ECC key

Authentication

M\/

)

PERM_MASK_CERT

LEAF certificate

‘ Closed ‘
Action requested

Request partial regression — +

TZ-Closed ‘

Ky 5
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Partial Regression

m 5TM32CubeProgrammer

- . -
sz @ Data Information Notice  [4

Debug Authentication

@This interface supports only STM32H5!

name value

Locking Mechanism  --
Soc D --
Life Cycle --

Device 1D =

Used to lock device once the debug has been

opened through Debug Authentication process,

Applicable only when the feature is available.
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Partial Regression: Keys and Certificates

name value
Locking Mechanism  Certificate
e Soc ID 0x004D0056 0x33325117 0x38363.
Select File NC:\ST_SM_Workshop\STM32Cube_FW_H5_V1.1.0\Projects\STM32H573|-DK\ROT_Provisioninglf | + : )
Life Cycle ST_LIFECYCLE_CLOSED

oThis interface supports only STM32H5!
Device ID 0x484

Used to lock device once the debuc
C:\ST_SM_Workshop\STM32Cube_FW_H5 V1.2.0\Projects\STM32H573I-DK\ROT _Provisioning\DA\Certificates\cert_leaf chain.b64

Step 1: Path selection.
Step 2: Permission selection

Step 3: Execution.

OO

S7

life.augmented

33



Partial Regression: Permission Selection

Permissions
Device ID 0x484

Permission Select

) Used to lock device once the det
Non-Secure Intrusive Debug (Level3) @[ opened through Debug Authent

Applicable only when the feature
Secure Intrusive Debug (Levell)

Secure Intrusive Debug (Level2) Step 1: Path selection.

Secure Intrusive Debug (Level3) Step 2: Permission setection

Partial Regression a

Full Regression

Step 3: Execution.

OQO

Lyy y
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Partial Regression: Success

o Debug Authentication Success

—

3‘ Option bytes

Product state

Description

Life state code.

ED : Open

17 . Provisioning, Debug partially opened (only non-secure)
PRODUCT_STATE e - 2E : iIRaT-provisioned, Debug partially opened (only non-secure)
C6: TZ-Closed, Debug partially opened {only non-secure)

72 : Closed, Debug disabled, regression is possible

5C: Locked

Ky 3
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If you try any unauthorize action... I

B Error X

Error: Debug Authentication Failed

Ky 3
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) ResuItI

TZ-Closed

;I
VI

Debug
Authentication

STM32H5 NS-Regression (partia

Secure

Non secure

Un-privileged
Secure Manager Core

IdV VSd

ST uRoT

Secure

Non secure

Secure Manager Core

IdV VSd

Timestamped

version 1

ST uRoOT

37
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Full Regression

m STM32CubeProgrammer

STH _Il' Data Information Motice [

ecure programm in g

RDP REG SFI/5FIx

Debug Authentication

@This interface supports only STM32H5!

name value

Locking Mechanism — --
Soc D --
Life Cycle --

Device 1D =

Used to lock device once the debug has been

opened through Debug Authentication process

Applicable only when the feature is available.

Ky 3
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Full Regression: Keys and Certificates

F.IF.I": nCs, cCriicri.. ocn

| C:\ST_SM_Workshop\STM32Cube_FW_HS5_V1.2.0\Projects\STM32H573I-DK\ROT_Provisioning\DA\Keys\key_3_leaf.pem

name value

Locking Mechanism  Certificate

Soc D 0x004D0056 0x33325117 0x38363.
Life Cycle ST_LIFECYCLE_CLOSED
oThis interface supports only STM32H5!
Device ID 0x484

the debuc
\uthentica
Applicable only when the feature is

O Step 1: Path selection.
O Step 2: Permission selection
O Step 3: Execution.

C:\ST_SM_Workshop\STM32Cube_FW_H5 V1.2.0\Projects\STM32H573I-DK\ROT _Provisioning\DA\Certificates\cert_leaf chain.b64

S7
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Full Regression: Permission Selection

ey File Patt
Select File | C:\ST_SM_Workshop\STM32Cube_FW_H5_V1.1.0\Projects\STM32H5731-DK\ROT_Provisioning\[ | ¥
Certificate File Path
Select File | C:\ST_SM_Workshop\STM32Cube_FW_H5_V1.1.0\Projects\STM32H5731-DK\ROT_Provisioning\[ | *
Permissions

Permission Select

Non-Secure Intrusive Debug (Level3)
Secure Intrusive Debug (Levell)
Secure Intrusive Debug (Level2)

Secure Intrusive Debug (Level3)

Partial Regression 0
"l Full Regression L ]

life.augmented




Full Regression: Success

o Debug Authentication Success

Option bytes

Product state
Mame Value Description
+ ]
2 "'"'| Life state code.
- ED: Cpen
I 17 . Provisioning, Debug partially opened {only non-secure)
PRODUCT_STATE e - 2E : iIRaT-provisioned, Debug partially opened {only non-secure)
CPU C6 : TZ-Closed, Debug partially opened {only non-secure)
S 72 : Closed, Debug disabled, regression is possible

SWV 5C: Locked

Ky n
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STM32H5 Regression (Full) Result

Debug

TZ-Closed Authentication

\ 4

b Open
| |

Non secure Secure Non secure Secure

Cryptography
b e o o o o o i o e e e e e e e e
Attestation

Firmware update
Trusted storage '

e e e e e e e e e e e

PSA API I

Secure Manager Core

ST uRoT

ST IiRoT

"I 42
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Review

* Debug Authentication is a new feature of STM32H5
 Certificates allow fine control on what user can do with the target

» This feature also simplifies the field return analysis
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Resources

« STM32Trust: Web page
* Security with STM32H5: Wiki pages

* Getting Started with STM32H5 security: \Wiki pages
» Debug Authentication: How To Intro: \Wiki pages
« STM32 Embedded Security Learning Journey: \Web page

* STM32H5 Training: Online Training

* STM32 Security MOOC: Online Course
« Secure Manager MOOC: Online Course

* AN5156 : Introduction to STM32 microcontrollers security
« ANGOO7 : Getting Started with STIRoT for STM32H5 MCUs
« ANGOOS : Getting Started with Debug Authentication for STM32H5 MCUs
« UM3254 : Secure manager for STM32H573xx microcontrollers
r RMO0481 : STM32H563/H573 Reference Manual

d /4 e
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https://www.st.com/content/st_com/en/ecosystems/stm32trust.html
https://wiki.st.com/stm32mcu/wiki/Category:Security_with_STM32H5
https://wiki.st.com/stm32mcu/wiki/Category:Getting_started_with_STM32H5_security
https://wiki.stmicroelectronics.cn/stm32mcu/wiki/Security:Debug_Authentication_STM32H5_How_to_Introduction
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/stm32-embedded-security-learning-journey.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training/stm32h5-online-training.html
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-moocs/Introduction_to_security.html
https://www.youtube.com/playlist?list=PLnMKNibPkDnF5QuZDba2fd2mhOBb0huJK
https://www.st.com/resource/en/application_note/an5156-introduction-to-stm32-microcontrollers-security-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6007-getting-started-with-stirot-st-immutable-root-of-trust-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/application_note/an6008-getting-started-with-debug-authentication-da-for-stm32h5-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/user_manual/um3254-secure-manager-for-stm32h573xx-microcontrollers-stmicroelectronics.pdf
https://www.st.com/resource/en/reference_manual/rm0481-stm32h563h573-and-stm32h562-armbased-32bit-mcus-stmicroelectronics.pdf

Introduction

STM32H5 security features
overview

Hands-On: Getting started with
Secure Manager

Hands-On: SMAK
Develop and Debug

Agenda

5 Hands-On: Debug Authentication
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Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.
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For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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